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CISCO SECURITY PROJECTS

Cisco MARS 

On MARS beta test team and have set-up small to large scale deployments. Configured MARS to work with Cisco IPS, CSA, ASA, PIX, IOS switches, CAT switches, IOS routers, Wireless (LWAPP) along with non-Cisco vendors such as Juniper, BlueCoat, etc. We have wrote custom parsers and rules for CS MARS to meet particular needs (example is customer parsers for Cisco Clean Access/NACA), we have created custom network “traps” on the network to integrate with MARS to detect malicious behavior and or spyware.

Cisco IPS 4200 

Set-up and configured all models of IPS from 4215 up including AIP-SSM for ASA. Integrated in two-phase approach (IDS then IPS), custom creation of rules, custom rule tuning, use of Cisco CSM to create shared policies to deploy to IPSec, integrated Cisco IPS with Cisco Wireless LAN products to create the WIPS overlay network.

Cisco NAC 

On NAC beta test team, set-up and configured small to large scale NAC deployments (in band, out of band, Virtual gateway, real ip, layer 3 OOB with VRF technology), Created custom checks, rules an requirements, have done custom reporting, integrated NAC with MARS.

ASA/VPN3000 concentrators – Configured L2L VPN tunnels for partner extranets, Remote access VPNs (IPSEC, SSL SVC, and WEBVPN) with all authentication technologies such as secureID, certs, basic Xauth. Created high availability VPN environments for internal and external/extranet use, integrated with CSM VPN policy manager

ASA/PIX firewalls 

Set-up HA firewall pairs, we have configured dual layer firewall environments, used ASA/PIX virtual firewalls through use of contexts. Configured Layer3 routed and layer 2 bridged mode firewall configs., integrated firewalls into CSM, performed custom rule tuning, setup extensive DMZ environments.

FWSM  

Have used FWSM in virtual mode for multiple virtual firewalls. We have created “Secured Core” environments to secure crucial network components from internal and external attacks (protected dbases, AD, call managers, PCI servers, auth servers, network management servers etc)…extensive knowledge of the FWSM shared memory/CPU and configuration, integration with CSM.

CSM  

Installed CSM to manage all security aspects of network (VPNs, IPS, IOS security, etc), implemented CSM to implement change control and auditing. Creation of shared policies to make network management easier (such as device addition, and editing of devices), integrated CSM with MARS to extend capabilities of MARS visibility into network

CSA 

On CSA beta team, Configured custom policies for windows, Linux and Solaris. Performed network behavioral analysis through use of CSA to help simplify rules. Secured PCI servers through use of custom CSA policies. Lockdown POS systems through CSA custom policies. Created custom reports for auditing purposes (EX: PCI), integrated CSA with IPS4200 sensors and CSMARS.

Secure ACS 

Configured high availability secure environments for ACS, used ACS to authenticate network users for wireless, wired 802.1x, network infrastructure login, VPN login. Extensive use of groups, group mappings, NARS, and RADIUS custom attributes (ex: dynamic vlan assignment, airspace wireless attributes, Aruba wireless attributes, etc)

Another interesting concept…

Built a large international multi site internet based VPN backup network, a secured network built with Cisco hardware. The primary network connection varies (different MPLS providers or locally supported WAN links). Over this network, we also route "low priority" traffic, which frees the primary connection to carry production traffic. The network is IPSec secured, and uses dynamic routing to provide quick failover in the event of a WAN outage.

