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Living with Access Lists

By Jeffrey Monaco

The access control list has been with us since the early days of networking. This article is

about living with them and managing them on a day-to-day basis.

he access control list (ACL)' has been with us since

the early days of networking. ACLs secure many of

the world's networks. You find them in routers, fire-
walls, load-balancers and other internetworking devices.
They are ubiquitous. [f you do a quick search on Google, you
will find hundreds or thousands of links describing the syn-
tax and methods for writing ACLs and making them do what
you want.

This article is not about writing ACLs but about living with
them and managing them on a day-to-day basis. The goal
is improving the quality of network security, taking it to a
higher level. The following are just a few results of improving
a network’s ACLs:
¢ Provide an audit trail for your security organization
¢ Enhance the security and availability of your network
by reducing or eliminating mistakes
¢ Recover from mistakes, when they do occur, quicker
and easier
s Demonstrate a mature and concerned attitude toward
your work and your employer

ACLs do more than just protect your networks. They also
play an important role in traffic management. For example,
they control routing decisions in policy-based routing, mark
traffic for quality-of-service processing, control routing up-
dates, and control route redistribution between routing pro-
tocols. Proper handling of ACLs will improve your networks
in many ways and allow vou to follow the golden rule:

Always be able to dig yourself out of a hole faster than you dug
yourself into it.

The examples that follow are simple in order to illustrate
methodologies, but be assured they represent real-world situ-
ations.

Use named ACLs wherever possible

In the early days of the 108, ACLs were always based on num-
bers. A certain numeric range indicated a certain type of
ACL. For example, ACLs from 1 to 99 indicate “standard”

1 The examples shown in this treatise are orented wward a Cisco™ environment.
However, many other networking equipment vendors have similar capabilities and
syntax. The concepts and methods apply to a wids range of environments,
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IP access lists, 100 to 199 indicate “extended” IP access lists,
and so on. This was convenient, but limiting and not very
informative. The next step in the evolution of ACLs was the
introduction of “named” access lists. It would seem obvious,
but the first rule of Good ACL Management is “Always use
named access lists.”

Old-style access lists still occur in a variety of situations. Do
not use them! A name means so much more. Over time, his-
tory teaches a few things about creating the name. Again,
these would seem obvious, but based on experience, they are
not.

Long, descriptive names are good. Short, cryptic names are
bad. Which of these two names is more meaningful:

Protect _me or
Limit telnet access to the router 2008-03-12?%

The above example also illustrates another point. Always put
a date-stamp in the access list name. Access lists, like com-
puter program code, evolve and change over time. Knowing
when an ACL was created or changed is also part of Good
ACL Management. As will be seen later, the date-stamp also
plays a role in following the golden rule,

You may consider having actual naming conventions for ACL
names. Different conventions may be used for different pur-
poses. A workable convention for interface ACLs is “direc-
tion” + “date-stamp” + “Interface.” An example is:
IB0B0315-seriall/0

This immediately identifies the ACL as applied inbound to se-
rial(}/0, and was created on 15 March 2008, However, while
naming conventions are good, it is best not to get carried
away. Keep your naming conventions simple; do not try to
assign a meaning to every single character of the name. A
convention should be meaningful, yet easy to use.

This is an example of a named access list used for controlling
route redistribution. Its function is clearly obvious from the
name. Its date-stamp indicates when it was created.

ip access-list standard limit routes we learn_
from_Peoria_2008-03-12

permit 10.10.10.0
permit 10.200.254.17
deny any






